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Motivations
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• Instant Messaging software: facilitate new connections between persons or 
reinforce existing ones but...

• allow for misbehaviours or cybercriminal acts!

• aligned with my Ph.D. work ;)
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 International Sexual Predator 
Identification Competition 

• Exploratory (sub)task in PAN at CLEF 2012

• Challenging (reusable) collection 

• Challenging goals

• Unique place for researchers to discuss this 
task 
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“sexual predator” ?!

• “a person or group that ruthlessly exploits 
others”, New Oxford American Dictionary

• “is used pejoratively to describe a person 
seen as obtaining or trying to obtain sexual 
contact with another person in a 
metaphorically ‘predatory’ manner”, 
Wikipedia.
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Previous works
• Kontostathis et. al [9, 12]

• PJ website

• Pendar [16]

• I) Predator/Other

•  (Ia) Predator/Victim (victim is underage); 

• (Ib) Predator/Pseudo-Victim (volunteer posing as child); 

• (Ic) Predator/Pseudo-Victim (law enforcement officer posing as child) 

• II) Adult/Adult (consensual relationship)

• Other domains
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True Positive

False Positive
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Collection Composition
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Collection Composition
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Positive Negative

TRUE Perverted
Justice

Regular 
conversations

FALSE
Sexual 
Related 

Conversations 
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Positive Negative

TRUE Perverted
Justice

Regular 
conversations

FALSE
Sexual 
Related 

Conversations 

?
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Krjin (http://krijnhoetmer.nl/irc-logs)  
#whatwg #html-wg #html5 #css #fx #webapps

#microformats #accessibility #developers

Collection Composition

12

#aix #apache #azureus #blender #c #c++

#cisco #csharp #css #debian #fedora #flood

#freebsd #gentoo #gentoo-dev #gtk #hardware

#html #iptables #irix #java #javascript #linux-bg

#macosx #mysq #netbsd #openbsd  

#opensolaris #oracle #php #python #qt 

#reactos #samba #solaris #suse #tomcat 

#ubuntu #vim #windows #wireless

Irclog (www. irclog.org)

Omegle (http://omegle.inportb.com)

PJ (www.perverted-justice.com)

“abusive language and general silliness 
online” and sometimes users “engage in 
cybersex”

Conversation:
messages exchange 

separated by a 
break of 25+ minutes 

and with a 
 duration ≤ 150 exchanges

Training'
~"67k"conv."
~"97k"users"

Tes$ng'
~"155k"conv."
~""218k"users."
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Task goal
• given a collection containing chat logs 

involving two (or more) persons:

• identify the predators among all users in the 
different conversations  - problem 1

•  identify the part (the lines) of the 
conversations which are the most distinctive 
of the predator behavior - problem 2
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Participants

16 submissions
12 notebooks
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Problem 1
“identify the predators 
among all users in the 
different conversations”
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Results
villatorotello-run-2012-06-15-2157g

snider12-run-2012-06-16-0032

parapar12-run-2012-06-15-0959j

morris12-run-2012-06-16-0752-main

eriksson12-run-2012-06-15-1949

peersman12-run-2012-06-15-1559

grozea12-run-2012-06-14-1706b

sitarz12-run-2012-0615-1515

vartapetiance12-run-2012-06-15-1411

kontostathis-run-2012-06-16-0317e
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bogdanova12-run-2012-06-14-1117

prasath12-run-2012-06-15-2122

vilarino12-run-2012-06-14-2121b

gomezhidalgo12-2012-06-15-1900

0 0.2 0.4 0.6 0.8 1

Precision
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Approaches
• pre-filtering

• presence of 1 participants only 

• less then 6 interventions per 
user 

• 3 long sequences of 
unrecognised characters

• features

• lexical

• behavioral

• character 5-gram 

• classifiers

• Neural Network classifier [19]

• Maximum-Entropy [4,8]

• SVMs [13,14,15,19]

• decision trees[10]

• k-NN [7,17] 

• random forest [17] 

• Naïve Bayes [6,1]

• line based / author based
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“identify the part (the lines) of 
the conversations which are the 
m o s t d i s t i n c t i v e o f t h e 
predator behaviour”

Problem 2
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Approaches
• All the conversations lines of all the identified predators 

from problem 1 [17] (characters 5-gram + SVM) 

• Filtering 

• dictionary of “perverted” terms 

• terms with particular score (e.g. TF-IDF weighting) 
[15,13,14,4]

• LM [19]

• Lines already labelled as predatory for problem 1
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Discussions

29

IssuesIssues Possible Improvements

Performance
Evaluation

• unranked list of arbitrary 
number of suspects (1)

• 1 expert only (2)

• ordered list of k suspects -
prioritization (1)

• more experts (2) - any volunteer?

Collection •   too easy? - precision 98% (1)
• include true negative documents 

on topic with true positive
• hidden collection, access with API

Task •   problem 2 unclear
•  include both predator and not 

predator lines
• ...

....
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Conclusions

Sexual Predator Identification 

• Interesting & realistic topic

• Automatic methods applicable

• Room for improvements
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I’m looking 
for new data!

31

Uncle Sam, PAN@CLEF 2013
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Thanks for 
participating!
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http://www.reuters.com/article/2012/07/12/us-usa-internet-
predators-idUSBRE86B05G20120712
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[...]

Facebook's software likewise depends on relationship analysis and archives of real chats that preceded sex assaults, 
Chief Security Joe Sullivan told Reuters in the company's most expansive comments on the subject to date.

Like most of its peers, Facebook generally avoids discussing its safety practices to discourage scare stories, because it 
doesn't catch many wrongdoers, and to sidestep privacy concerns. Users could be unnerved about the extent to which 
their conversations are reviewed, at least by computer programs.

CATCHING ONE IN 10?

In part because of its massive size, Facebook relies more than some rivals on such technology.

"We've never wanted to set up an environment where we have employees looking at private communications, 
so it's really important that we use technology that has a very low false-positive rate" he said. In addition, 
Facebook doesn't probe deeply into what it thinks are pre-existing relationships.

A low rate of false positives, though, also means that many dangerous communications go undetected.

[...]
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