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https://www.spiegel.de/international/
germany/germany-afd-populists-dominate-
on-facebook-a-1264933.html	
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https://
www.politico.eu/
article/european-
parliament-russia-
mcafee-safeguard-
cyber/	
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https://www.theguardian.com/us-news/2019/
jun/06/fake-news-how-misinformation-became-
the-new-front-in-us-political-warfare	
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https://www.wired.com/story/facebook-exposed-87-
million-users-to-cambridge-analytica/	
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https://
www.washingtonpost.com/news/
the-fix/wp/2016/12/01/donald-
trump-will-be-president-thanks-
to-80000-people-in-three-states/	
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https://www.bbc.com/news/health-49507253	
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https://www.albawaba.com/news/
military-coup-gabon-inspired-
potential-deepfake-video-our-
political-future-1284760	
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By	UNESCO	-	World	
Trends	in	Freedom	of	
Expression	and	Media	
Development	Global	
Report	2017/2018,	CC	
BY-SA	3.0-igo,	
https://
commons.wikimedia.or
g/w/index.php?
curid=70286494	
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The Role of Trolls 



Problem 

Governments	

Companies	

Internet	trolls	

Political	Parties	
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Trolling in Politics: Astroturfing 

• In	political	science,	it	is	defined	as	the	
[process	of	seeking	electoral	victory]	or	
legislative	relief	for	grievances	by	
[helping	political	actors	find	and	
mobilize	a	sympathetic	public],	and	is	
designed	to	create	the	image	of	public	
consensus	where	[there	is	none].	
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Paid Manipulation Internet Trolls 
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Propaganda Internet Trolls 
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They are so real… 
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The Bulgarian Twitter Space 



Can We Stop the Trolls? 
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Option 0: Launch Your Own Trolls 



Option 1: Gentlemen’s Agreement  
(e.g., Bulgarian Political Parties Against Paid Trolls) 



Option 2: Expose Widely the Known Trolls 



Option 3: Block the Trolls 



Option 4: Sue the Trolls 



What we Need is to Automatically Find & Filter 
Trolls and Their Comments 



Can we Find Trolls Automatically? 
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Probably, if we have training data... 
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Political Trolls in Bulgaria: 
Historical Context 
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Protests against the government in Bulgaria 
(2013-2014) 
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In the Forums… 
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In the Forums… 

Protests	are	already	”happenings"	and	they	are	
paid.		
GERB(political	party)	manipulate	people,	but	at	
least	the	protests	are	paid,	so	people	get	some	
money,	no	matter	that	they	(previous	
government)	have	stolen	much	more	from	them.	

I	don’t	know	if	the	protesters	are	adequate	
but	I	see	a	lot	of	FOOLish	people	there.	

Live	from	the	dead	protest..	
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Notable presence of government 
supporters in the Web forums 

50,000+ People on the Streets 

vs. 
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Accusations of Using Paid Trolls 
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Accusations of Using Paid Trolls 

https://bivol.bg/en/trolls-yotova-1500-english.html	
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Extract from a “Reputation Management” Contract 

„	Monthly	posting	online	of	250	comments	by		
virtual	users	with	varied,	typical	and	evolving	
profiles	from	different	(non-recurring)	IP	addresses	to	
inform,	promote,	balance	or	counteract.	The	
intensity	of	the	provided	online	presence	will	be	
adequately	distributed	and	will	correspond	to	the	
political	situation	in	the	country.”	

„Публикуване	на	250	коментара	на	месечна	база	в	Интернет	
пространството	от	виртуални	потребители	с	разнообразни,	
типизирани	и	еволюиращи	профили	от	различни	
(неповтарящи	се)	IP	адреси	с	цел	информиране,	промотиране,	
балансиране	или	противодействие.	Интензивността	на	
осъществяваното	онлайн	присъствие	ще	е	адекватно	
разпределена	и	ще	съответства	на	политическата	ситуация	
в	страната.”	
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Leaked Reports 

REPORT	
INTERNET	ACTIVITIES	

http://bsptrolls.bivol.bg/media/bsptrolls/2013-10-18-2013-10-31.pdf	
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Leaked Reports = Golden Data? 
Comment	content	

User	Original	URL	

10,150	paid	comments:	~2,000	in	Facebook,	and	~8,150	in	news	community	forums		
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More  
Troll Accusations 
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Example Accusation of Trolling 
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Posts by Exposed Trolls 

Article:	

Comments:	
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Our Data 
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Our Dataset (from Dnevnik.bg) 

Object Number* 
Publications 34,514 
Comments 1,930,818 
-	Comment	replies 897,806 
Users 14,598 
Topics 232 
Keywords/tags 13,575 

*Politics	topics,	Period	01.01.2013	–	01.04.2015,	Dnevnik.bg	
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Plus	the	10,150	paid	comments	from	Leadway	
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Experiment 1: Finding Mentioned 
Opinion Manipulation Troll Users  
	
Todor	Mihaylov,	Georgi	Georgiev,	Preslav	Nakov.	Finding	Opinion	Manipulation	
Trolls	in	News	Community	Forums.	CoNLL-2015,	pp.	310-314	
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Method 

•  Define “trollness”: 

A user who is called a troll by several people is likely to be one.  

•  Create a labeled dataset. 

•  Define and extract features. 

•  Train and evaluate an SVM classifier with different  

•  “troll” class definitions 

•  feature groups 
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Users expose other users as trolls  
… after the publication of the leaked documents 

“To	 comment	 from	 "Rozalina":	 You,	
trolls,	are	so	 funny	 :)	 I	 saw	the	same	
signature	under	other	comments:)‘”	

“To	 comment	 from	 "Historama":	
Murzi,	 you	 know	 that	 you	 cannot	
manipulate	public	opinion,	right?”	
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Labels & Data 

•  Trolls:	users	called	troll	or	murzilka	by	at	least	5	distinct	users	
• Non-trolls:	users	(w/	100+	posts)	that	have	never	been	called	so	
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X	317	 X	964	
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Feature Types (w/ Our Assumptions) 

•  Vote-based features. People vote troll comments low. 

•  Comment-to-publication similarity. Trolls like to change 
topic. 

•  Comment order-based features. Trolls like to comment 
first, to get maximum attention.  

•  Top loved/hated comments. Troll comments are often 
hated.  

•  Comment replies-based features. Trolls tend to provoke 
or to engage in discussions. 

•  Time-based features. Paid trolls tend to write during 
working days and working times. 

All the features are scaled, i.e., divided by the number of 
comments, the number of days in the forum, the number of 
days with more than one comment. 

Total: 338 scaled features 
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SVM to Classify Users as Trolls vs. Non-trolls 

X1	

X2	

?	

?	

?	

?	

Non-trolls	

Trolls	

?	?	

?	
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Results: Ablation Excluding Some Feature Groups 
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Results: Performance of Individual Feature Groups 
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Results: Impact of Number of Mentions 
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Improvement	over	the	
majority	class	baseline	
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Results: Impact of the Minimum Number of Comments 
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Summary 

•  Experimented	with	a	large	number	of	features	
•  both	scaled	and	non-scaled	

•  Achieved	accuracy	of	82-95%	

•  The	nature	of	our	features	means	that	our	troll	detection	
works	best	for	``elder	trolls''	with	at	least	100	comments	
in	the	forum.		

63	September	10,	2019	 PAN@CLEF	2019:	Preslav	Nakov	
Exposing	Paid	Opinion	Manipulation	Trolls	(keynote	talk)	



Discussion 

•  As the minimum number of comments 
increases, the improvement of our classifier over 
the baseline also increases. 

•  The more we know about a user, the better we 
can predict whether s/he will be seen as a troll 
by other users. 

•  The results of experiments with different features 
groups show that most of our assumption were 
confirmed. 
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Experiment 2: Finding Paid 
Opinion Manipulation Troll Users  
	
Todor	Mihaylov,	Ivan	Koychev,	Georgi	Georgiev,	Preslav	Nakov.	Exposing	Paid	
Opinion	Manipulation	Trolls.	RANLP-2015,	pp.	443-450.	
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Method 

•  Define “trollness”: 

A user who is called a troll by several people is likely to be one.  

•  Create a labeled dataset: 

•  Mentioned trolls 

•  Non-trolls 

•  Paid trolls 

 

•  Extract features. 

•  Train an SVM classifier: mentioned trolls vs non-trolls 

•  Test the classifier: paid trolls vs. non-trolls 
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Labels & Data 

•  Trolls:	users	called	troll	or	murzilka	by	at	least	5	distinct	users	
• Non-trolls:	users	(w/	100+	posts)	that	have	never	been	called	so	
• Paid	trolls:	from	Bivol/Leadway	
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Feature Types 

•  Vote-based features. People vote troll comments low. 

•  Comment-to-publication similarity. Trolls like to change 
topic. 

•  Comment order-based features. Trolls like to comment 
first, to get maximum attention.  

•  Top loved/hated comments. Troll comments are often 
hated.  

•  Comment replies-based features. Trolls tend to provoke 
or to engage in discussions. 

•  Time-based features. Paid trolls tend to write during 
working days and working times. 

All the features are scaled, i.e., divided by the number of 
comments, the number of days in the forum, the number of 
days with more than one comment. 

Total: 338 scaled features 
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Same	as	before	
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Results: Ablation Excluding Some Feature Groups 
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Results: Performance of Individual Feature Groups 
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Testing on Mentioned vs. Paid Trolls 
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Results: Impact of Minimum Number of Comments 
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Non Trolls 

Joint	work	with	Todor	Milanov		
September	10,	2019	



Paid Trolls 

Joint	work	with	Todor	Milanov		
September	10,	2019	



Mentioned Trolls 

Joint	work	with	Todor	Milanov		
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User behavior  
Exposed	trolls	
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Mentioned vs. Paid vs. Non Trolls 

Todor	Mihaylov,	Tsvetomila	Mihaylova,	Preslav	Nakov,	Lluís	Màrquez,	Georgi	Georgiev,	Ivan	Koychev:	
The	dark	side	of	news	community	forums:	opinion	manipulation	trolls.	Internet	Research	28(5):	1292-1312	(2018)	

Preslav	Nakov,	Tsvetomila	Mihaylova,	Lluís	Màrquez,	Yashkumar	Shiroya,	Ivan	Koychev:	
Do	Not	Trust	the	Trolls:	Predicting	Credibility	in	Community	Question	Answering	Forums.	
RANLP	2017:	551-560	
	

“Trollness”	is	the	most	important	feature	for	credibility	detection	in	Qatar	Living!	
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Discussion 

•  As the minimum number of comments 
increases, the improvement of our classifier over 
the baseline also increases. 

•  The more we know about a user, the better we 
can predict whether s/he will be seen as a troll 
by other users. 

•  Paid Trolls are similar to Mentioned Trolls, but 
there are also differences. 

•  Unfortunately, we have too few paid trolls… 
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Experiment 3: Finding Opinion 
Manipulation Troll Comments 
	
Todor	Mihaylov,	Preslav	Nakov.	Hunting	for	Troll	Comments	in	News	Community	
Forums.	ACL-2016.	
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Method 
 

•  Define “trollness”: 

A user who is called a troll by several people is likely to be one.  

•  Create a labeled dataset: 

•  Mentioned trolls 

•  Non-trolls 

•  Paid trolls 

 

•  Extract features. 

•  Train an SVM classifier: mentioned trolls vs non-trolls 

•  Test the classifier:  

•  mentioned trolls vs. non-trolls 

•  paid trolls vs. non-trolls 
PAN@CLEF	2019:	Preslav	Nakov	
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Same	as	before	
(but	focusing	
on	comments)	
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Manual Checking of Troll Accusations 
(whether they are accusations; not whether true) 

• Annotate	comments	
• 1,140	comments	containing	the	words	“troll”	or	“murzilka”	
• two	annotators:	Kappa	=	0.82	

• Found	
• agree	on	578	actual	accusations	

• A	simple	classifier	can	find	actual	accusations	
• Bag	of	words,	Word	N-grams,	Stemmed	BoW	
• F-score	=	0.85	
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Labels & Data  
(comments, not users!) 

•  Trolls:	users	called	troll	or	murzilka	by	at	least	5	distinct	users	
• Non-trolls:	users	(w/	100+	posts)	that	have	never	been	called	so	
• Paid	trolls:	from	Bivol/Leadway	
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X	650	 X	650	

X	578	 X	578	
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Feature Types (1) 

•  Bag of words 

•  Bag of stems 

•  Word n-grams 

•  Char n-grams 

•  Word prefix 

•  Word suffix 

•  POS tag distribution: coarse- and fine-grained 

•  Named entities 
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Feature Types (2) 

•  Emoticons 

•  Punctuation counts 

•  Word2Vec clusters 

•  Sentiment scores: from lexicons 

•  Bad words: from lexicons + word2vec expansion 

•  Mentions of Bulgarian politicians and their 
nicknames. 

•  Metadata: comment rank, time and day of 
posting. 
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Mentioned vs Non-troll Comments: 
Ablation Excluding Some Feature Groups 
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Paid trolls vs Non-troll Comments: 
Ablation Excluding Some Feature Groups 
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Mentioned vs Non-troll Comments: 
Individual Feature Groups 
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Paid trolls vs Non-troll Comments: 
Individual Feature Groups 
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Discussion 

• Paid	trolls’	comments	similar	to	mentioned	trolls’	
ü Paid	trolls	vs	non-trolls	comments:	80-81%	accuracy	
ü Mentioned	troll	vs.	non-troll	comments:	79-80%	accuracy	

• We	cannot	directly	compare	mentioned	troll	and	paid	troll	
comments	as	they	were	posted	in	different	time	spans.		
ü 	Mentioned	troll	accusation	went	viral	after	the	documents	were	leaked.	

•  	Non-troll	comments	are	not	gold.	
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Summary 
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Summary 

• Conclusion	
ü New,	useful	definition:	A	user	who	is	called	a	troll	
by	several	people	is	likely	to	be	one.		

ü New	datasets	with	troll	data	(Bulgarian)	
ü Evaluated	several	feature	groups	
ü Experiments	

•  Troll	profile	behavior	detection	–	90-96%	accuracy	
•  Troll	comment	detection	–	80-84%	accuracy		

	
• Future	Work	

ü Combine	user-	and	comment-level	features	
ü Apply	to	other	community	forums	and	other	languages.	

ü (work-in-progress)	trollness	–	top	features	for	credibility	(English)	
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Typology  
of Manipulative Users 



Social	Bots	
Social	bots:	accounts	that	are	programmatically	controlled	to	produce	content	and	to	interact	
with	other	users	
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Finding	Social	Bots	(2)	

94	

https://botometer.iuni.iu.edu/	



Finding	Social	Bots	(2)	
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https://botometer.iuni.iu.edu/	



Trolls	
Trolling:	malicious	online	behavior	that	is	intended	to	disrupt	interactions,	to	aggravate	
interacting	partners,	and	to	lure	them	into	fruitless	argumentation	in	order	to	disrupt	online	
interactions	and	communication.	(BUT	can	also	mean	opinion	manipulation)	
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Sock	Puppets	
Sockpuppets:	people	who	assume	a	false	identity	in	an	Internet	community	and	then	
speak	to/about	themselves	while	pretending	to	be	another	person.	
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Astroturfers	
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Internet	Water	Army	
Internet	Water	Army:	a	large	number	of	people	who	are	well	organized	to	flood	the	
Internet	with	purposeful	comments	and	articles.	
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“Seminar	Users”	
“Seminar	Users”:	social	media	users	engaged	in	propaganda	in	support	of	a	political	entity.	
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Pro-Sisi	“Seminar	Users”	

Kareem	Darwish,	Dimitar	Alexandrov,	Preslav	Nakov,	Yelena	Mejova:	
Seminar	Users	in	the	Arabic	Twitter	Sphere.	SocInfo	(1)	2017:	91-108	



Anti-Sisi	“Seminar	Users”	



Understanding the Role  
of Political Trolls in Social Media 
	
	
Atanas	Atanasov,	Gianmarco	De	Francisci	Morales	and	Preslav	Nakov:	
Understanding	the	Roles	of	Political	Trolls	in	Social	Media.	CoNLL	2019	

103	September	10,	2019	 PAN@CLEF	2019:	Preslav	Nakov	
Exposing	Paid	Opinion	Manipulation	Trolls	(keynote	talk)	



https://www.newscientist.com/article/2163226-fake-news-
travels-six-times-faster-than-the-truth-on-twitter/	
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Tauhid	Zaman,	Emily	B.	Fox,	and	Eric	T.	Bradlow	
A	Bayesian	approach	for	predicting	the	popularity	of	
tweets.	
Ann.	Appl.	Stat.	8(3):1583-1611,	2014.	
https://projecteuclid.org/euclid.aoas/1414091226	
	

	

50%	of	the	spread	of	
"fake	news"		
on	Twitter:		
<10	minutes	
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To Understand the Trolls Strategy, 
We Need to Understand Their Role 
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Understanding the Roles of Political Trolls in Social Media 
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Atanas	Atanasov,	Gianmarco	De	Francisci	Morales	and	Preslav	Nakov:	
Understanding	the	Roles	of	Political	Trolls	in	Social	Media.	CoNLL	2019	

•  2,973,371	tweets		
•  2,848	Twitter	users	
•  February	2012	to	May	2018	
•  linked	to	the	Internet	Research	Agency	(IRA),	according	to	the	US	

House	Intelligence	Committee	



Understanding the Roles of Political Trolls in Social Media 
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Inferred	the	troll's	role	by	projecting	information	about	media	
the	trolls	cited,	among	other	things	

PAN@CLEF	2019:	Preslav	Nakov	
Exposing	Paid	Opinion	Manipulation	Trolls	(keynote	talk)	September	10,	2019	
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http://www.angrypatriotmovement.com/	



U2H: User to Hashtag Graph 
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Atanas	Atanasov,	Gianmarco	De	Francisci	Morales	and	Preslav	Nakov:	
Understanding	the	Roles	of	Political	Trolls	in	Social	Media.	CoNLL	2019	
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U2M: User to User Mention Graph 
 

Atanas	Atanasov,	Gianmarco	De	Francisci	Morales	and	Preslav	Nakov:	
Understanding	the	Roles	of	Political	Trolls	in	Social	Media.	CoNLL	2019	



BERT 
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Atanas	Atanasov,	Gianmarco	De	Francisci	Morales	and	Preslav	Nakov:	
Understanding	the	Roles	of	Political	Trolls	in	Social	Media.	CoNLL	2019	



Supervised Learning 
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Atanas	Atanasov,	Gianmarco	De	Francisci	Morales	and	Preslav	Nakov:	
Understanding	the	Roles	of	Political	Trolls	in	Social	Media.	CoNLL	2019	



Distant Supervision:  
Projecting a Label from a Medium 
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Atanas	Atanasov,	Gianmarco	De	Francisci	Morales	and	Preslav	Nakov:	
Understanding	the	Roles	of	Political	Trolls	in	Social	Media.	CoNLL	2019	



Understanding the Roles of Political Trolls in Social Media 
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Atanas	Atanasov,	Gianmarco	De	Francisci	Morales	and	Preslav	Nakov:	
Understanding	the	Roles	of	Political	Trolls	in	Social	Media.	CoNLL	2019	



Topical Stance of Media  
and Twitter Users 
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QCRI/MIT-CSAIL	Annual	Meeting	–	March	2018	
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Bias vs. Factuality in MBFC 
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Topical Stance of Media 
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PAN@CLEF	2019:	Preslav	Nakov	
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Kareem	Darwish,	Michael	Aupetit,Peter	Stefanov,	Preslav	Nakov:	
Unsupervised	User	Stance	Detection	on	Twitter.	ICWSM	2020	
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Topical Stance of Media 
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Kareem	Darwish,	Michael	Aupetit,Peter	Stefanov,	Preslav	Nakov:	
Unsupervised	User	Stance	Detection	on	Twitter.	ICWSM	2020	



Propaganda 
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Why Propaganda? 
•  “Expression deliberately designed to influence the 

opinions /actions of other individuals or groups with 
reference to predetermined ends.”    						

Institute for Propaganda Analysis	
	

•  “The rise of the Internet […] has opened the creation and 
dissemination of propaganda messages, which were 
once the province of states and large institutions, to a wide 
variety of individuals and groups.”	

	 	 	 	 	 	(Bolsover and Howard, Big Data 5(4)) 
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Demo: Proppy http://proppy.qcri.org	

126	Alberto	Barrón-Cedeño,	Giovanni	Da	San	Martino,	Israa	Jaradat,	Preslav	Nakov:	
Proppy:	A	System	to	Unmask	Propaganda	in	Online	News.	AAAI	2019:	9847-9848	



Highly-biased	and	fake	news	use	propaganda	
techniques	to	convey	their	message	
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Fine-Grained Propaganda Detection 

New	Dataset		
•  18	techniques	
•  350k	words	
•  400	man	hours	
•  7.3k	instances	

Giovanni	Da	San	Martino,	Seunghak	Yu,	Alberto	Barrón-Cedeño,	Rostislav	Petrov,	Preslav	Nakov	
Fine-Grained	Analysis	of	Propaganda	in	News	Articles.	EMNLP	2019	
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Propagandistic News Outlets and Number of Articles 
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Giovanni	Da	San	Martino,	Seunghak	Yu,	Alberto	Barrón-Cedeño,	Rostislav	Petrov,	Preslav	Nakov	
Fine-Grained	Analysis	of	Propaganda	in	News	Articles.	EMNLP	2019	
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Results: Fragment-Level 
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Results: Sentence-Level 



135	Hack	The	News	Datathon	(January	2019):	250	participants	from	50	countries	

•  Long	press	release:	
https://www.datasciencesociety.net/
global-datathon-aims-at-detecting-the-
use-of-propaganda-in-the-news/	

•  Summary:	
https://www.datasciencesociety.net/
hack-news-datathon/	

•  Detailed	description:	
https://www.datasciencesociety.net/
hack-news-datathon-case-propaganda-
detection/	

•  Leaderboard:	
https://www.datasciencesociety.net/
events/hack-the-news-datathon-2019/
leaderboard/	
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https://propaganda.qcri.org/nlp4if-shared-task/	
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http://alt.qcri.org/semeval2020/index.php?id=tasks	
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https://pan.webis.de/semeval19/semeval19-web/	

Johannes	Kiesel,	Maria	Mestre,	Rishabh	Shukla,	Emmanuel	Vincent,	Payam	Adineh,	David	Corney,	Benno	Stein,	Martin	Potthast:	
SemEval-2019	Task	4:	Hyperpartisan	News	Detection.	SemEval@NAACL-HLT	2019:	829-839	

Related PAN Task at SemEval 



The Role of Education 



https://edition.cnn.com/interactive/
2019/05/europe/finland-fake-news-intl/	
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https://edition.cnn.com/interactive/2019/05/europe/finland-fake-news-intl/	
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QCRI/MIT-CSAIL	Annual	Meeting	–	March	2018	
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“Propaganda	becomes	
ineffective	the	moment	
we	are	aware	of	it.”	

Joseph	Goebbels	(1897-1945)		



The Tanbih Project 
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Limit	the	effect	of	disinformation.	

Tanbih: News Aggregator 

144	

Show	stance,	bias,	propaganda	in	the	news.	

Promote	different	viewpoints,	engage	users.	

Highlights:	
•  Disinformation-aware	news	aggregator		
•  Media	profiles:	can	fact-check	the	news	before	they	were	even	written	
•  Fine-grained	propaganda	analysis:	adversarial	attacks	are	very	hard	
•  Focus	on	MENA:	media,	events,	languages	



Collaborations 
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Tanbih: App 
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http://www.tanbih.org	



Try	Tanbih:	
http://www.tanbih.org	
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Try	Tanbih:	http://www.tanbih.org	

150	

This	work	 is	part	of	 the	Tanbih	project,	developed	 in	collaboration	between	 the	QCRI	
and	MIT-CSAIL,	with	the	aim	to	limit	the	effect	of	“fake	news”,	propaganda	and	media	
bias	by	making	users	aware	of	what	they	are	reading.		

We	are	hiring	postdocs	and	scientists!	
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