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Outline
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• Anti‐vandalism introduction
• Post PAN‐CLEF `10 collaboration
• Exploiting 2011 rule changes (novel features)

– Adapting for multiple natural languages

– Harnessing ex post facto evidence

• Cumulative results
– Via training set

– Test set: Possible corpus bias?

• Vandalism detection in practice



Vandalism Defined
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VANDALISM:  Informally, an edit that is:
(1) Non‐value adding, (2) Offensive, (3) Destructive in 
content removal, or (4) Made with ill‐intent



Vandalism Forms

• Offensive and nonsense edits

• Deletion/blanking (content removal)

• Test edits (e.g., formatting)

• Fact changing
– “Obama is not
president”

• External links
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(Right) Example diff
showing vandalism instance



Vandalism Impact

• ≈7% of all edits are vandalism
– Or nearly 9.7 million edits per year (all langs.)

– Massive waste of editor resources

• Reputation erodes
– #7 in Alexa rankings

– 425 million page views per day

• Legal issues (e.g., libel, copyright)
– Incidents result in much poor press
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PAN‐CLEF 2010 +

SUBSEQUENT COOPERATION
(a three‐pronged approach)
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Language Properties
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• Core intuition: 

• Vocabularies differ 
between vandalism and 
innocent edits

• Create static obscenity 
lists or Bayesian 
derivation 

• Weaknesses: Rare words, 
“well‐written” damage

• PAN‐CLEF 2010 winning 
approach of Velasco [8] 
(+ other lang.‐driven feats.)

Good
edits

Vand
edits

“suck”       3%       97%
“haha”      0%      100%
“naïve”    99%         1%

good vand

‐94%
‐100%
+98%

word probabilities

EDIT:
+ … sucks 
+ ………
+ ...

Bayesian Approach:



Content‐persistence
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• Core intuition: Content that survives is good content

• Good content  accrues reputation for its author

• Use author reputation to judge new edits

• Weakness: New editors have null reputation  (i.e., Sybil attack)

• WikiTrust [1]; second‐place PAN‐CLEF 2010 finisher

V1 V2 V3V0

Article Version History

Initialization Content Restoration

Authors
A1 A2 A3

V4

Content Persistence

A4

Mr. Franklin 
flew a kite

Your mom 
flew a kite

Mr. Franklin 
flew a kite

Mr. Franklin flew a 
kite and …

Vandalism



Metadata
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• Core intuition: Ignore actual 
text changes, and…

• Use associated 
metadata (quantities, 
lengths, etc.). 

• Predictive model via 
machine‐learning.

• Weaknesses: Shallow 
properties might not speak 
to edit content quality

• Described in [10] (STiki)

EDITOR
• registered?, account‐age, 
geographical location, edit 
quantity, revert history, block 
history, is bot?, quantity of 
warnings on talk page

ARTICLE
• age, popularity, length, size 
change, revert history

REVISION COMMENT
• length, section‐edit?

TIMESTAMP
• time‐of‐day, day‐of‐week

Example metadata features



CICLING `11 Paper
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Collaborate! Combine 
everyone’s feature vectors:

• Improve performance 
benchmark

• Quantify contributions of 
varying  feature subsets

Results in 100+ entry feature 
(dense) vectors. Problem 
space is quite well‐covered!



CICLING `11 Paper
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Resulting AUCs:

CICLING‐11
0.8129 

PAN‐10‐WIN  
0.6652

PAN‐10‐META     

0.7761

#1 #2



PAN‐CLEF 2011
RULES + STRATEGY
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Multiple Languages

• Rule change: Not just English; also Spanish 
and German train/test sets

• Our approach: Ignore language!
– Emphasize metadata and content‐persistence

– Feature set portable to all languages

• What can be learned:
– How much is lost by not including language?

– How is vandalism characterized across languages?

– Might a generic model be feasible?
13



Ex Post Facto Evidence

• Rule change: One can use evidence after the 
edit is made to aid in classification
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“Historical” features “Ex post facto” features Future

tedit tclassify

• Use case: Wikipedia 1.0 Project
– Offline‐distribution of encyclopedic content

– Already collaborating with [1] to achieve this



Ex Post Facto Evidence

• Our approach: Features capturing “did the 
community treat this edit like vandalism?”
– WikiTrust [1] (content‐persist) did this at fine granularity

– We add multiple novel features of this type
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Model Parameters

• ADTree algorithm (via Weka [4])
– Enumerated/missing features

– Human‐interpretable output

• Boosting iterations (DE,ES=18; EN=30)

• Heavy use of the Wikipedia API to fetch
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ENGLISH
≈32,000 edits SPANISH

≈1,000 edits
GERMAN

≈1,000 edits

Training corpora:

http://upload.wikimedia.org/wikipedia/commons/0/07/Weka_(software)_logo.png


PAN‐CLEF 2011 RESULTS
(Focus on English language)
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Features: Info‐gain

INFORMATION GAIN: 

• The ex‐post facto feats. extremely indicative
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IG# FEATURE

1 WT_NO_DELAY

2 USR_EDITS_MONTH

3 USR_EDITS_WEEK

4 USR_EDITS_EVER

5 USR_COUNTRY_REP

6 USR_EDITS_DENSITY

7 USR_IS_IP

8 USR_EDITS_DAY

IG# FEATURE

1 WIKITRUST (F)

2 WT_DELAY_DELT (F)

3 WT_NO_DELAY

4 HASH_REVERT (F)

5 NEXT_COMM_VAND (F)

6 USR_EDITS_MONH

7 USR_EDITS_WEEK

8 USR_EDITS_EVER



Features: Subsets
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Best performing 
feat. subset of 
size n=9.

Rank order 
approximates 
importance in 
final ADTree

# FEATURE

1 WIKITRUST (F)

2 NEXT_COMMENT_VAND (F)

3 LANG_ALL_MARKUP

4 USR_REP_COUNTRY

5 LANG_ALL_LONG_TOKEN

6 PREV_EDIT_TIME_AGO

7 USER_EDITS_WEEK

8 LANG_ALL_ALPHA_PCNT

9 ART_REPUTATION



Ex Post Facto Weight

• W/o future feats, 
AUC=0.773, with 
AUC=0.801

• Quite minor (≈2%) 
improvement

• Theoretical ceiling?
– Subjective labeling

– Speaks to varied 
forms of damage
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Multiple Languages

• Cross‐language feature consistency

• Why is English the worst (surprisingly)?
– Labeling differences (Turk vs. researchers)

– English Wikipedia preventative filter
21

AUC‐ALL = 0.930 AUC‐ALL = 0.801 AUC‐ALL=0.986



Train vs. Test

• 1st place on all tasks; but…

• What happened in Spanish/German cases?
– All teams suffered dramatic performance drops

– Small corpora; skewed towards vandalism

– Corpus bias?; need to see labels
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GERMAN ENGLISH SPANISH

TRAIN 0.930 0.801 0.986

TEST 0.706 0.822 0.489

DIFFERENCE ‐24.1% +1.26% ‐50.4%



WRAP‐UP
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Wikipedia Status Quo
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Wiki-API

Wikipedia

IRC
#enwiki#

Vandalism algorithm

Bot Logic
if(score) > thresh:

REVERT
else:  

Scoring

Likely vandalism

Likely vandalism

-------------------

Edit
Queue

Likely vandalism

Likely innocent

STiki 
Services

Maintain

STiki Client

Fetch Edit

Display

Classify

STiki Client

• Old way: Brute force over recent changes

• ClueBot‐NG (Bayesian language + metadata)
– Many reverts; 0.5% FP‐tolerance

• STiki prioritization for borderline cases
– Eliminate duplicate human effort

http://en.wikipedia.org/
wiki/WP:STiki

http://upload.wikimedia.org/wikipedia/commons/c/c8/STiki_logo.png


Wikipedia Status Quo
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Wiki-API

Wikipedia

IRC
#enwiki#

Vandalism algorithm

Bot Logic
if(score) > thresh:

REVERT
else:  

Scoring

Maintain

Likely vandalism

Likely vandalism

-------------------

Edit
Queue

Likely vandalism

Likely innocent

STiki 
Services

STiki Client

Fetch Edit

Display

Classify

STiki Client

• Old way: Brute force over recent changes

• ClueBot‐NG (Bayesian language + metadata)
– Many reverts; 0.5% FP‐tolerance

• STiki prioritization for borderline cases
– Eliminate duplicate human effort

http://en.wikipedia.org/
wiki/WP:STiki

http://upload.wikimedia.org/wikipedia/commons/c/c8/STiki_logo.png


Future/Ongoing Work

• Bring current technique live

• Classifiers by vandalism type [3]

• Concentrating on acute subsets
– Link spam [9] and legally‐threatening content

• Other collaborative environments
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Conclusion/Takeaway

• Much prior work and benchmarking

• PAN `11: Multiple languages 
– TAKEAWAY: Language‐independent features 
sufficient to create well‐performing classifier

• PAN `11: Future evidence
– TAKEAWAY: Concise and indicative features, 
minor performance improvement

• Where to find addl. performance?
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Backup Slides (1)
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(1) All zero‐delay features implemented

(2) AUCs for Random (RND), Zero‐delay (ZD), and ex post 
facto inclusive (ALL) classifiers



Backup Slides (2)
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Backup Slides (3)
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(left) Features 
ranked by info‐
gain, (a) without, 
and (b) with – ex 
post facto feats.

(left) Best 
performing 
feature subsets 
for all language 
(a) without, and 
(b) with – ex post 
facto inclusion
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